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Abstract: Varna Free University has a tradition in teaching cyber security through bachelor’s, master’s and 
doctoral degrees and LLL (Lifelong Learning) courses for school teachers and students. The latest Cyberwizards 
project stems from the need to teach teachers and students how to protect themselves online, how to manage 
their digital identity, what types of information to publish. The university project aims to develop training courses 
and research methodologies to develop effective and sustainable cyber learning solutions aimed at digital pro-
tection and security.
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Path to Industry 4.0 and 5.0. is through cybersecurity education and training. These revolutions have evolved 
business practices in their respective times. The ever-changing technological landscape of our current time has 
given rise to impactful technologies that have edged us closer to the fourth industrial revolution. These tech-
nologies include the Internet of Things, Big Data Analytics, and Cyber-Physical Systems. The fourth revolution, 
like its predecessors, is evolving business practices in the manufacturing industry [1]. New business models and 
services are emerging. The nature of manufacturing products has changed. Manufacturing systems are becom-
ing not only fully autonomous but also ever-increasingly intelligent. Supply chains are becoming more flexible. 
Products are more flexible and precise as per consumer requirements. Industry 5.0 is regarded as the next in-
dustrial evolution, its objective is to leverage the creativity of human experts in collaboration with efficient, in-
telligent and accurate machines, in order to obtain resource-efficient and user-preferred manufacturing solu-
tions compared to Industry 4.0 [2]. However, the cybersecurity challenges associated with the fourth industrial 
revolution has never been greater. Volume of data produced in the world is growing rapidly to an expected 175 
zettabytes in 2025 [3]. Breaches may lead to a lower quality or quantity of production. Brand reputation may be 
impacted. Environmental and equipment damage may happen. Serious financial and legal consequences may 
arise. Risk management is a domain of management which comes to the fore in crisis [4]. Trade secrets may be 
lost through breaches. With all this said, Industry 4.0 cybersecurity cannot be ignored proper cybersecurity ed-
ucation and training is of major importance [5]. 

Governments and HEI (Higher Education Institutions) should work to identify and share experiences relat-
ed to security education and social responsibility. Each institution must build the foundational digital capability 
to successfully and secure implementation of new approaches in education [6, 7]. The next step in technology 
is about robotics, computers and equipment becoming connected to the Internet of Things (IoT) and enhanced 
by machine learning algorithms [8]. 

VFU is striving to deliver contemporary training courses in cybersecurity field through innovative projects. 
In response to the challenges Varna Free University (VFU) is creating a concept establishing Black Sea Acad-

emy for National Security (BSANS). The Academy is designed to support training in Cyber Security at Varna Free 
University.
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Fig. 1 Main goals of CyberSecurity education at VFU

Fig. 2 Forms of CyberSecurity education at VFU

Fig. 3 Targets of CyberSecurity education at VFU
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Together with Bachelor, Master and PhD degree, the University is constructing LLL (Life Long Learning) cours-
es for school teachers and pupils. VFU’s projects meet the needs for cooperation between universities, munici-
palities, research institutions, business companies and NGOs to work to ensure top-level security education and 
development and popularization of cybersecurity culture and social responsibility. 

The latest project “Cybermagicians” is inspired by the necessity young users to be aware of threats, the ways 
in which they operate, and the best options for protecting themselves and their devices, are all points on which 
users should be focused in order to stay safe. An important challenge we face is the need to educate teachers 
and pupils about how to be protected online, what types of information to publish, and which measures will en-
sure that information remains safe and private.

The efforts of VFU in cybersecurity education and training is an important step in placing Bulgaria at the 
center of achieving effective solutions against threats to national security, including cyber threats. The demand 
for highly qualified specialists in governmental and force structures is increasing every year. One of the main 
goals of VFU’s project is to train and support people in a wide range of security disciplines and to give an answer 
to the challenges in the field.

The project of Varna Free University aims at developing courses for education and research methodologies 
for elaborating effective and sustainable solutions for cyber training aiming at digital defensibility and securi-
ty. The created learning resources are used to support security training courses and to prepare the trainees in 
encountering complex cyber incidents. The technical space includes advanced technologies related to AI, ML, 
Cloud Security, Privacy and Security, Big data and Analytics. Case-based training has great advantages, as com-
pared to traditional training. In a safe virtual environment processes and technologies could be tested and high-
fidelity threat scenarios could be experienced. The suggested approach is an essential component of every se-
curity training and maintaining the skill levels of security practitioners.

conclusion
The project “Cybermagicians” presents some considerations on key steps for successful training of young 

people and their teachers as major finding of this effort is to outline the importance of education starting from 
early age. Education and awareness should extend to many schools and sectors that previously were not so 
bound to information security. The importance of security issues is raising continuously. 2022 is shaping up to 
be a year in which security challenges will continue to grow, even more so with the Covid 19 pandemic. Legisla-
tion and regulations, must accompany education and awareness and disciplines in IT security to become com-
pulsory in school syllabus and new programs to be elaborated and adopted. In this sense, it is also imperative 
that business companies, national and regional authorities together with universities should integrate efforts 
towards high-level security education with implementation of cutting-edge technologies to develop u-to-date 
training courses elsewhere in the country.
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